ABSTRACT. In 1994, the well-known Diffie-Hellman key exchange protocol was for the first time implemented in a non-group based setting. Here, the underlying key space was the set of reduced principal ideals of a real quadratic number field. This set does not possess a group structure, but instead exhibits a so-called infrastructure. More recently, the scheme was extended to real quadratic congruence function fields, whose set of reduced principal ideals has a similar infrastructure. As always, the security of the protocol depends on a certain discrete logarithm problem (DLP).
In this paper, we show that for real quadratic congruence function fields of genus one, i.e. elliptic congruence function fields, this DLP is equivalent to the DLP for elliptic curves over finite fields. We present the explicit corresponce between the two DLPs and prove some properties which have no analogues for real quadratic number fields. Furthermore, we show that for elliptic congruence function fields, the set of reduced principal ideals is even "closer" to a group than in the general case, but still fails to be a group.
Introduction
In 1976 Difrie and Hellman [6] introduced their well-known protocol for exchanging a secret cryptographic key. Their scheme was based on arithmetic in the multiplicative group IFp * of integers relatively prime to a large prime p, but can be extended to a more general setting of a finite group G such that ~G~ (= n) is large. Recently, Scheidler, Buchmann and Williams [9] were able, for the first time, to exhibit a secure key exchange protocol, similar in concept to that of Diffie-Hellman, which does not make use of a group as the underlying structure. This scheme is based on the infrastructure (see Shanks [13] ) of the principal ideal class of a real quadratic number field. In [10] , it is shown how the theory of real quadratic congruence function fields can be used to produce a secure key distribution protocol. The method is an extension of the ideas of Scheidler, Buchmann and Williams. As always, the security of the protocol depends on a certain discrete logarithm problem (DLP).
In [1) , Abel [8] [17] , [18] , or [19] ). Then, we draw the connection to elliptic curves by combining the results in elliptic congruence function fields with formulae derived from Adams and Razar [2] . We 3) The underlying structure of the key exchange protocols in [9] and [10] is the set of reduced principal ideals. In either case, this set does not form a group; however, it is "almost" a group. For elliptic congruence function fields, we will prove (Theorem 4.8) that the set of reduced principal ideals is even "closer" to a group, but it still fails to be a group (Theorem 4.10). Furthermore, for real quadratic congruence function fields of arbitrary genus and for real quadratic number fields, we expect (see [22] , [4] , [17] In this section, we present the situation as described in [16] , [17] , [19] , [10] and [21] . Basic references for this subject are [3] , [5] , and [20] . Let [17] , [19] or [10] [17] or [19] [17] , or [19] (see [17] , Theorem 11.5.1, or [19] , [10] )
As in [10] , we define DEFINITION 3.4. The discrete logarithm problem (DLP) for real quadratic congruence function fields is given as follows: For any reduced principal ideal t, find t5(t), 0 6(r) R.
Elliptic Congruence Function Fields
Here, we apply the results of the previous section to real quadratic congruence function fields of genus 1 The following Theorem shows that the set of reduced principals ideals has "almost" a group structure, and, especially, there exists "almost" an associative law. However, we are not able to generalize this for arbitrary i and j. In this situation, we know that the divisor class number h, and the genus g of K are absolute invariants of K, whereas the ideal class number h', and the regulator R are relative invariants with respect to the ring of integers .~7. Furthermore, there is a bijection of sets between E(k) and the zero class group Co (see for example [15] (5.4) . The conjugation in K = yields a bi-regular k-morphism of EP(k), given by Q = -yQ) for Q 0 0, P, and V = P, P = 0. DEFINITION 5.1. We define the discrete logarithm problems (DLP) for elliptic curves over finite fields as follows: given an elliptic curve E over a finite field k, and two k-rational points Q and P on E such that Q I -P (l E 1~1), find the integer 1.
Continued Fractions and Orders of Points
In the notation of the previous section, we require the additional condition that the order of P = (a, b) is different from 2, i.e. b ~ 0. Furthermore, we assume Q to be a k-rational point on E such that Q 0 P and that the characteristic of k is different from 2 
